
LEAP DIGITAL BANKING
By SOCIETE GENERALE DE BAN�UE AU LIBAN SAL

(the «Bank»)
 DATA PROTECTION TERMS & CONDITIONS

The Bank is committed to protecting the privacy and 
personal data of its clients in accordance with applicable 
laws (including Lebanese law 81 dated 10/10/2018), 
regulations and international standards.

1. PURPOSE OF DATA COLLECTION

The Bank collects and processes Personal Data (as 
defined in the above law) solely for the purpose of 
providing and managing the digital banking services 
(hereinafter referred to as “Servicesˮ), fulfilling legal 
obligations, and improving Clientʼs experience, as well for 
legitimate purposes (such as credit agencies, legal and 
defense claims, marketing client feedback, etc.).

2. CATEGORIES OF DATA COLLECTED

The Bank may collect the following categories of data:
   - Identification data (e.g., full name, ID/passport, date of 
    birth, etc.);
   - Contact details (e.g., phone number, email, address,    
    etc.);
   - Financial data (e.g., account numbers, transactions, 
    etc.); 
   - Tax information;
   - Authentication data (e.g., biometric info, PINs, 
    passwords, OTP, etc.);
   - Usage data and device information (e.g., IP address, 
    browser type, login times, device info, etc.) as well 
    cookies and similar technologies.

3. LEGAL BASIS FOR PROCESSING

The Bank processes Personal Data based on:
   - The Clientʼs consent;
   - The processing requirements for the performance of the 
    Services;
   - Compliance with legal obligations;
   - Legitimate interests pursued by the Bank (e.g., fraud 
    prevention, etc.).

4. DATA SUBJECT RIGHTS

The Client has the rights under Lebanese laws and 
regulations to:
   - Access and obtain a copy of their Personal Data;
   - Request correction or deletion of inaccurate or 
    unnecessary data;
   - Withdraw consent at any time, without affecting prior 
    lawful processing;
   - Object to certain types of processing;
   - File complaints with the relevant data protection 
    authority.

5. DATA SUBJECT OBLIGATIONS
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For purposes of Client onboarding, the Client will be 
required to disclose its Personal Data. As per the 
anti-money laundering (AML) laws and regulations, the 
collected personal data will be first used for background 
checks, identity verification before entering into a 
contractual or a business relationship with the Client. 

As data subject, the Client is responsible to provide the 
Bank with all the updates in case of any change in its 
personal data.

6. DATA RETENTION

The Bank shall retain Personal Data only for as long as 
necessary to fulfill the purposes described in these Terms 
and Conditions or for which it was collected, unless a 
longer retention period is required by applicable laws, 
regulations, or court decision(s). 
 
After expiry of the retention period, or once the purpose is 
achieved, the Clientʼs Personal Data may be deleted or 
anonymized.

Client have the right to request the deletion of their 
Personal Data, subject to any applicable legal restrictions.

7. DATA SECURITY

The Bank implements appropriate technical and 
organizational measures to protect Personal Data against 
unauthorized access, loss, misuse, alteration, or 
destruction. This includes data encryption, multi-factor 
authentication, firewalls, secure servers, and access 
controls.

8. DATA TRANSFERS

Personal Data may be transferred outside Lebanon only 
where adequate protection levels exist, or were permitted 
under Lebanese law. The Bank ensures such transfers 
comply with applicable legal safeguards.

9. DATA SHARING

In compliance with the purposes described in these Terms 
and Conditions and in accordance with Lebanese laws and 
regulations, the Client agrees that its Personal Data may be 
transmitted or processed to the Bankʼs outsourcing parties, 
sub-processors, business partners, suppliers, 
correspondent banks, auditors, professional advisors and 
consultants whether in Lebanon and/or abroad for the 
purposes mentioned in point (1) above. In addition, the 
Clientʼs Personal Data may be transmitted or processed 
to/by the Bankʼs regulators or any competent authorities as 
required by law.

The Bank may use the Clientʼs Personal Data for 
customized promotion of its products and services (to be) 
addressed to the Client who hereby expressly consent to 
this.

10. THIRD-PARTY PROCESSORS

The Bank may engage third-party service providers to 
process Personal Data on its behalf. Such processors shall 

be bound by strict confidentiality and data protection 
obligations.

11. BANKʼS LIABILITY
 
In no event will the Bank or any of its affiliates, 
subsidiaries, directors, officers, employees, processors, 
consultants or agents be liable for any damages, including 
without limitation, direct or indirect, special, incidental, or 
consequential damages, losses or expenses arising in 
connection with the Services, personal data or use thereof, 
or in connection with any failure of performance of the 
Services, error, omission, interruption, defect, delay in 
operation or transmission, fraud, hacking, phishing, 
computer virus or line or system failure.

12. BREACH NOTIFICATION

In the event of a data breach likely to result in a high risk to 
the Clientʼs rights, the Bank shall promptly notify the Client 
and the relevant regulatory authority as per applicable 
legal requirements.

13. AMENDMENTS

The Bank reserves the right to amend these Terms and 
Conditions at any time without any prior notice to the 
Client. Continued use of the Services shall constitute 
acceptance of the amended terms.

14. UPDATES TO TERMS

These Terms and Conditions may be updated from time to 
time by the Bank to reflect changes in technology, 
regulations, or services complying with Lebanese laws and 
regulations.
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The Bank is committed to protecting the privacy and 
personal data of its clients in accordance with applicable 
laws (including Lebanese law 81 dated 10/10/2018), 
regulations and international standards.

1. PURPOSE OF DATA COLLECTION

The Bank collects and processes Personal Data (as 
defined in the above law) solely for the purpose of 
providing and managing the digital banking services 
(hereinafter referred to as “Servicesˮ), fulfilling legal 
obligations, and improving Clientʼs experience, as well for 
legitimate purposes (such as credit agencies, legal and 
defense claims, marketing client feedback, etc.).

2. CATEGORIES OF DATA COLLECTED

The Bank may collect the following categories of data:
   - Identification data (e.g., full name, ID/passport, date of 
    birth, etc.);
   - Contact details (e.g., phone number, email, address,    
    etc.);
   - Financial data (e.g., account numbers, transactions, 
    etc.); 
   - Tax information;
   - Authentication data (e.g., biometric info, PINs, 
    passwords, OTP, etc.);
   - Usage data and device information (e.g., IP address, 
    browser type, login times, device info, etc.) as well 
    cookies and similar technologies.

3. LEGAL BASIS FOR PROCESSING

The Bank processes Personal Data based on:
   - The Clientʼs consent;
   - The processing requirements for the performance of the 
    Services;
   - Compliance with legal obligations;
   - Legitimate interests pursued by the Bank (e.g., fraud 
    prevention, etc.).

4. DATA SUBJECT RIGHTS

The Client has the rights under Lebanese laws and 
regulations to:
   - Access and obtain a copy of their Personal Data;
   - Request correction or deletion of inaccurate or 
    unnecessary data;
   - Withdraw consent at any time, without affecting prior 
    lawful processing;
   - Object to certain types of processing;
   - File complaints with the relevant data protection 
    authority.

5. DATA SUBJECT OBLIGATIONS
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For purposes of Client onboarding, the Client will be 
required to disclose its Personal Data. As per the 
anti-money laundering (AML) laws and regulations, the 
collected personal data will be first used for background 
checks, identity verification before entering into a 
contractual or a business relationship with the Client. 

As data subject, the Client is responsible to provide the 
Bank with all the updates in case of any change in its 
personal data.

6. DATA RETENTION

The Bank shall retain Personal Data only for as long as 
necessary to fulfill the purposes described in these Terms 
and Conditions or for which it was collected, unless a 
longer retention period is required by applicable laws, 
regulations, or court decision(s). 
 
After expiry of the retention period, or once the purpose is 
achieved, the Clientʼs Personal Data may be deleted or 
anonymized.

Client have the right to request the deletion of their 
Personal Data, subject to any applicable legal restrictions.

7. DATA SECURITY

The Bank implements appropriate technical and 
organizational measures to protect Personal Data against 
unauthorized access, loss, misuse, alteration, or 
destruction. This includes data encryption, multi-factor 
authentication, firewalls, secure servers, and access 
controls.

8. DATA TRANSFERS

Personal Data may be transferred outside Lebanon only 
where adequate protection levels exist, or were permitted 
under Lebanese law. The Bank ensures such transfers 
comply with applicable legal safeguards.

9. DATA SHARING

In compliance with the purposes described in these Terms 
and Conditions and in accordance with Lebanese laws and 
regulations, the Client agrees that its Personal Data may be 
transmitted or processed to the Bankʼs outsourcing parties, 
sub-processors, business partners, suppliers, 
correspondent banks, auditors, professional advisors and 
consultants whether in Lebanon and/or abroad for the 
purposes mentioned in point (1) above. In addition, the 
Clientʼs Personal Data may be transmitted or processed 
to/by the Bankʼs regulators or any competent authorities as 
required by law.

The Bank may use the Clientʼs Personal Data for 
customized promotion of its products and services (to be) 
addressed to the Client who hereby expressly consent to 
this.

10. THIRD-PARTY PROCESSORS

The Bank may engage third-party service providers to 
process Personal Data on its behalf. Such processors shall 

be bound by strict confidentiality and data protection 
obligations.

11. BANKʼS LIABILITY
 
In no event will the Bank or any of its affiliates, 
subsidiaries, directors, officers, employees, processors, 
consultants or agents be liable for any damages, including 
without limitation, direct or indirect, special, incidental, or 
consequential damages, losses or expenses arising in 
connection with the Services, personal data or use thereof, 
or in connection with any failure of performance of the 
Services, error, omission, interruption, defect, delay in 
operation or transmission, fraud, hacking, phishing, 
computer virus or line or system failure.

12. BREACH NOTIFICATION

In the event of a data breach likely to result in a high risk to 
the Clientʼs rights, the Bank shall promptly notify the Client 
and the relevant regulatory authority as per applicable 
legal requirements.

13. AMENDMENTS

The Bank reserves the right to amend these Terms and 
Conditions at any time without any prior notice to the 
Client. Continued use of the Services shall constitute 
acceptance of the amended terms.

14. UPDATES TO TERMS

These Terms and Conditions may be updated from time to 
time by the Bank to reflect changes in technology, 
regulations, or services complying with Lebanese laws and 
regulations.
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The Bank is committed to protecting the privacy and 
personal data of its clients in accordance with applicable 
laws (including Lebanese law 81 dated 10/10/2018), 
regulations and international standards.

1. PURPOSE OF DATA COLLECTION

The Bank collects and processes Personal Data (as 
defined in the above law) solely for the purpose of 
providing and managing the digital banking services 
(hereinafter referred to as “Servicesˮ), fulfilling legal 
obligations, and improving Clientʼs experience, as well for 
legitimate purposes (such as credit agencies, legal and 
defense claims, marketing client feedback, etc.).

2. CATEGORIES OF DATA COLLECTED

The Bank may collect the following categories of data:
   - Identification data (e.g., full name, ID/passport, date of 
    birth, etc.);
   - Contact details (e.g., phone number, email, address,    
    etc.);
   - Financial data (e.g., account numbers, transactions, 
    etc.); 
   - Tax information;
   - Authentication data (e.g., biometric info, PINs, 
    passwords, OTP, etc.);
   - Usage data and device information (e.g., IP address, 
    browser type, login times, device info, etc.) as well 
    cookies and similar technologies.

3. LEGAL BASIS FOR PROCESSING

The Bank processes Personal Data based on:
   - The Clientʼs consent;
   - The processing requirements for the performance of the 
    Services;
   - Compliance with legal obligations;
   - Legitimate interests pursued by the Bank (e.g., fraud 
    prevention, etc.).

4. DATA SUBJECT RIGHTS

The Client has the rights under Lebanese laws and 
regulations to:
   - Access and obtain a copy of their Personal Data;
   - Request correction or deletion of inaccurate or 
    unnecessary data;
   - Withdraw consent at any time, without affecting prior 
    lawful processing;
   - Object to certain types of processing;
   - File complaints with the relevant data protection 
    authority.

5. DATA SUBJECT OBLIGATIONS
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For purposes of Client onboarding, the Client will be 
required to disclose its Personal Data. As per the 
anti-money laundering (AML) laws and regulations, the 
collected personal data will be first used for background 
checks, identity verification before entering into a 
contractual or a business relationship with the Client. 

As data subject, the Client is responsible to provide the 
Bank with all the updates in case of any change in its 
personal data.

6. DATA RETENTION

The Bank shall retain Personal Data only for as long as 
necessary to fulfill the purposes described in these Terms 
and Conditions or for which it was collected, unless a 
longer retention period is required by applicable laws, 
regulations, or court decision(s). 
 
After expiry of the retention period, or once the purpose is 
achieved, the Clientʼs Personal Data may be deleted or 
anonymized.

Client have the right to request the deletion of their 
Personal Data, subject to any applicable legal restrictions.

7. DATA SECURITY

The Bank implements appropriate technical and 
organizational measures to protect Personal Data against 
unauthorized access, loss, misuse, alteration, or 
destruction. This includes data encryption, multi-factor 
authentication, firewalls, secure servers, and access 
controls.

8. DATA TRANSFERS

Personal Data may be transferred outside Lebanon only 
where adequate protection levels exist, or were permitted 
under Lebanese law. The Bank ensures such transfers 
comply with applicable legal safeguards.

9. DATA SHARING

In compliance with the purposes described in these Terms 
and Conditions and in accordance with Lebanese laws and 
regulations, the Client agrees that its Personal Data may be 
transmitted or processed to the Bankʼs outsourcing parties, 
sub-processors, business partners, suppliers, 
correspondent banks, auditors, professional advisors and 
consultants whether in Lebanon and/or abroad for the 
purposes mentioned in point (1) above. In addition, the 
Clientʼs Personal Data may be transmitted or processed 
to/by the Bankʼs regulators or any competent authorities as 
required by law.

The Bank may use the Clientʼs Personal Data for 
customized promotion of its products and services (to be) 
addressed to the Client who hereby expressly consent to 
this.

10. THIRD-PARTY PROCESSORS

The Bank may engage third-party service providers to 
process Personal Data on its behalf. Such processors shall 

be bound by strict confidentiality and data protection 
obligations.

11. BANKʼS LIABILITY
 
In no event will the Bank or any of its affiliates, 
subsidiaries, directors, officers, employees, processors, 
consultants or agents be liable for any damages, including 
without limitation, direct or indirect, special, incidental, or 
consequential damages, losses or expenses arising in 
connection with the Services, personal data or use thereof, 
or in connection with any failure of performance of the 
Services, error, omission, interruption, defect, delay in 
operation or transmission, fraud, hacking, phishing, 
computer virus or line or system failure.

12. BREACH NOTIFICATION

In the event of a data breach likely to result in a high risk to 
the Clientʼs rights, the Bank shall promptly notify the Client 
and the relevant regulatory authority as per applicable 
legal requirements.

13. AMENDMENTS

The Bank reserves the right to amend these Terms and 
Conditions at any time without any prior notice to the 
Client. Continued use of the Services shall constitute 
acceptance of the amended terms.

14. UPDATES TO TERMS

These Terms and Conditions may be updated from time to 
time by the Bank to reflect changes in technology, 
regulations, or services complying with Lebanese laws and 
regulations.
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��ª١٢. ¯�®¬ א�

 ã��� Á�� ���	כ �Ëא
� Á�� Î�Ù� �¤ §���� �א
�� �אã�� Ú��� Æ ��	�א
 Á�� ���
���ä א����§ �¶�¬� א���א�� א�� å��� א����� Á�� É���� ،§א����


�� א������ א���א�.�
א��Ô� ،��²כ ���Ø �א�����ºא� א��א

١٣. א�����®�
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 Ø®�	¡ §כ�� �א��
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 ���� ��Þ Áא� Í¡� �� א­�כא�� À���א� £Ê� ç����� א����� ���� �¡
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��א� ���È א����� �/¤� א®���א� 

�א���א
�� �א®
 �� א��	¹א
�� א������ א���א�.


